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Type approval for cyber security and software updates

KBA Names DEKRA as a Technical
Service for Vehicle Cyber Security
•

DEKRA experts now audit manufacturers according to new UN regulations

•

Several projects with vehicle manufacturers and suppliers in progress

•

DEKRA expertise pooled in the Cyber Security Hub
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DEKRA is now also a Technical Service for cyber security and software
updates in the automotive sector. DEKRA Automobil GmbH’s appointment
by the KBA (German Federal Motor Transport Authority) has been expanded
to encompass UN Regulations 155 (Cyber Security) and 156 (Software
Updates). It is the next step in DEKRA’s focus on digitalization. Cyber
security is an important strategic pillar for the company in this respect.
For all new vehicles that enter the market from 2024 onward, manufacturers must
ensure that they are safe from tampering in the areas of connectivity and data
transfer. That is why during the past year, the UNECE World Forum for
Harmonization of Vehicle Regulations (WP.29) published standards that are now
becoming enshrined in law. These regulations set out that manufacturers must
operate a certified management system for both cyber security (UN Reg. 155) and
software updates (UN Reg. 156) over the vehicle’s entire lifespan. These
management systems must be audited every three years and demonstrated by
the manufacturer for all new vehicles.
“This additional appointment is an important milestone for DEKRA and is the
logical next step as we systematically expand our future mobility services,” says
Guido Kutschera, Chairman of the Management Board at DEKRA Automobil
GmbH. “This will enable us to offer our customers type approval for cyber security
management systems and software updates as well as for automated driving
functions, all from a single source.” At the Lausitzring racetrack DEKRA’s experts
have Europe’s largest independent test track for automated and connected
vehicles. For the purposes of the appointment, DEKRA Automobil GmbH’s type
approval experts are working very closely with their counterparts from DEKRA
DIGITAL and DEKRA Assurance Services GmbH.
“Cyber security is one of DEKRA’s strategic focal points, which underpins our role
as a partner for both physical and digital safety in the field of mobility,” says Dr.
Kerim Galal, CEO of DEKRA DIGITAL. DEKRA has responded to these new
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requirements, including those in the automotive sector, by establishing its own
Cyber Security Hub. Managed by DEKRA DIGITAL, this is where existing
expertise is bundled, existing services are improved, and new ones are developed.

Increased focus on new regulations among vehicle manufacturers
Several vehicle manufacturers are already working together with DEKRA for cyber
security services. Experts from several DEKRA departments are currently drawing
up the required appraisal reports. “The decisive factor is for vehicle manufacturers,
including all suppliers, to comply with the UNECE regulations throughout the
vehicle’s entire lifespan – from development to decommissioning,” says Thomas
Thurner, Head of Cyber Security at DEKRA DIGITAL. “With our new appointment,
DEKRA can do more than just offer services as part of the development process.
We can also serve customers independently during the type approval process.”

About the DEKRA Cyber Security Hub
DEKRA looks at cyber security holistically – as a cross-industry challenge, but with a
specific view for new standards and norms in each sector. The "Cyber Security Hub"
therefore bundles existing competencies, improves existing services and develops new
ones - with DEKRA DIGITAL as the steering unit.

About DEKRA
DEKRA has been active in the field of safety for almost 100 years. Founded in 1925 in
Berlin as Deutscher Kraftfahrzeug-Überwachungs-Verein e.V., it is today one of the
world’s leading expert organizations. DEKRA SE is a subsidiary of DEKRA e.V. and
manages the Group’s operating business. In 2020, DEKRA generated turnover totaling
almost EUR 3.2 billion. The company currently employs around 44,000 people in
approximately 60 countries on all continents. With qualified and independent expert
services, they work for safety on the road, at work and at home. These services range
from vehicle inspection and expert appraisals to claims services, industrial and building
inspections, safety consultancy, testing and certification of products and systems, as well
as training courses and temporary work. The vision for the company’s 100th birthday in
2025 is that DEKRA will be the global partner for a safe, secure, and sustainable world.
With a platinum rating from EcoVadis, DEKRA is now in the top one percent of sustainable
businesses ranked.

Seite 2

